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1 Introduction

Overview
This quick reference guide covers how to register for a Kentucky Online Gateway (KOG) account and
complete Multi-Factor Authentication (MFA) to access KHIE's ePartnerViewer portal.

All examples and screenshots used in this guide are simulated with mock data; no Protected Health
Information (PHI) is present.

| Please Note: All screenshots shown throughout this document reflect how Users would interact with
| the ePartnerViewer while using a desktop or tablet device. While core functionality remains the same
| across multiple devices, interface components may vary in presentation.

Supported Web Browsers

Users must access the ePartnerViewer with a supported web browser. The ePartnerViewer is configured to
support the following modern browsers on desktop, tablet, and mobile devices:

Desktop Browser Version Mobile Browser Version

Microsoft Internet Explorer

Not supported | Not supported
Microsoft Edge

Version 44+ | Version 40+
Google Chrome

Version 70+ | Version 70+
Mozilla Firefox

Version 48+ | Version 48+
Apple Safari

Version 9+ | i0S 11+

| Please Note: The ePartnerViewer does not support Microsoft Internet Explorer. To access the
| ePartnerViewer, Users must use a modern browser such as Google Chrome, Microsoft Edge, Apple
I Safari, or Mozilla Firefox.
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Mobile Device Considerations

The ePartnerViewer is based on responsive design. This means it renders in the best format based on the
user’s device size. Responsive design applies to mobile, tablet, and desktop devices. Tablet devices in
landscape display mode are considered desktop.

Accessing the ePartnerViewer
To access the ePartnerViewer, users must meet the following specifications:

1. Users must be part of an organization with a signed Participation Agreement with KHIE.
2. Users are required to have a Kentucky Online Gateway (KOG) account.
e Details on creating a KOG account are in Section 2 KOG Registration and Login of this guide.

3. Users are required to complete Multi-Factor Authentication (MFA).
e Details on MFA are included in the Multi-Factor Authentication (MFA) in Section 3 Multi-Factor

Authentication of this guide.

2 KOG Registration and Login

Create a KOG Account

1. When provisioned with a role in the ePartnerViewer, you will receive an invitation email to register for
the Kentucky Online Gateway (KOG).

2. Click the Click here to Complete the Process hyperlink located in the Invitation email.

[EXT] You've been identified as an authorized user of the Kentucky Health Information Exchange, KHIE

€ y & A A aes
KOG_DoNotReply <KOG_DoNotReply@ky.govs ) Reply | € ReplyAll | = Forward
To @ Doe, Jane Fri 9/4/2020 1:06 PM

Jane Doe,

You've been identified as an authorized user of the Kentucky Health Information Exchange, KHIE.
Please follow the instructions below to gain access to the KHIE Interim Portal.

!Click here to complete the process!

Kentucky Online Gateway
NOTE: Do not reply to this email. This email account is only used to send messages.
Privacy Notice: This email message is only for the person it was addressed to. It may contain restricted and private

information. You are forbidden to use, tell, show, or send this information without permission. If you are not the person who was
supposed to get this message, please destroy all copies.

PR it

1
I Please Note: This link is active for seven days. The registration link is only valid for a one-time use. |
| If you click the link and do not complete the registration process, a new link must be sent. :
| If the link expires, the KHIE Org Admin must send another invitation to create a Kentucky Online I
| Gateway (KOG) account. i

Vo o e o o o e e e e e e e e e e e e e e e e e e e e e
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3. The KOG Landing Page displays. If you do not have an existing KOG account, click Create Account.

M,y\xjr)u}(n!v FAQ | Help ‘ @ English v

Welcome to the Kentucky Online Gateway

® Are you doing business in or with the Commonwealth of Kentucky?

o Are you a citizen or resident applying for of receiving benefits?

State Employee Gateway Login

o Are you seeking government services from the Commonwealth?
Login to your State Employee account using either your

If you answered “Yes" to any one of these questions, please sign Into your existing Kentucky Online

Gateway account or click on the button below 10 create an account
EMAIL ADDRESS OR: KHRIS ID
SIGN IN CREATE ACCOUNT

P e

Please Note: If you already have an existing KOG account with the same email address from which
you received the invitation to enroll, do not create a new account. Log into KOG using your existing
credentials.

|

4. Enter the Registration Information. Mandatory fields are marked with asterisks (*).
5. Enter First Name.

6. Enter Last Name.
7

Enter Email Address.

Please complete your Kentucky Online Gateway Profile

@ If you already have an existing Kentucky Online Gateway (KOC) Account, please click here to reset your password OR click on the CANCEL button below to log into
your account

Please fill out the form below and click Sign Up when finished

All fields with = are required

= First Name Middle Name Last Name
* E-Mail Address * Verify E-Mail Address
* Password * Verify Password

r—————————————————————————————

| Please Note: You MUST register using the same email address from which you received the invitation
| toenroll

\ e e e e e e o e o o o e e e e e e e e e e e o e e = = =

KOG and MFA Quick Reference Guide Page 7 of 19 Kentucky Health Information Exchange



- Kentucky Online Gateway (KOG) and Multi-Factor
Deloitte. Authentication (MFA) Quick Reference

GuideKentucky Online Gateway and Multi-
Factor Authentication QRG

8. Confirm Email Address.

9. Enter Password.

10. Confirm Password.

11. Enter Street Address, City, State, and Zip Code.
12. Enter Answer to Security Question 1.

13. Enter Answer to Security Question 2.

KHIE

Mobile Phone Language Preference
English h

Street Address 1 Street Address 2

ity Stat Zip Cod

v

Question ANSwer

I [« r ful -
Question Answer

as the name of your first per? v

CANCEL | SIGN UP

14. After completing the mandatory fields, click Sign Up.

Please complete your Kentucky Online Gateway Profile

© If you already have an existing Kentucky Online Gateway (KOG) Account, please click here to reset your password OR click on the CANCEL

Please fill out the form below and click Sign Up when finished

All fields with * are required

First Name Middle Name Last Name
L
E-Mail Address Verify E-Mail Address
)y
assword ri d
Mobile Phone Language Preference
Street Address 1 Street Address 2
Al
it Sta
r v
tion nswer
| at v
Question Answer
0 v

button below to log into

Zip Code
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15. After clicking Sign Up, you will be directed to a screen displaying the following message:
Your account has been requested and is pending email verification. Please check your email and click
on the link provided to verify your account.

16. You must check your email to complete the KOG Account Validation process.

FAQ ‘ Help ‘ @ English -

MyKentucky.gov

Please complete your Kentucky Online Gateway Profile

YOU HAVE 4 HOURS TO COMPLETE THE PROCESS
@ Your account has been requested and is pending email verification. Please check your email and click on the link provided to verify

your account. If you do not see the verification email in your inbox, please check your spam or junk folder. If no email was received click
here.

If you have already verified your account by clicking the link provided in the email, please click on SIGN IN button to continue.

SIGN IN

(A m mm o mm o o Em Em Em Em Em Em Em Em Em Em o Em Em Em Em O Em Em Em o Em

I Please Note: If the verification email is not in the inbox, check the Junk and Spam folders. |

VU o e e e o o o o o o o e e e e e e e e e e e e e e e e e

KOG Account Validation

17. You will receive an email at the email address you provided when creating the account. This email is
titled Account Verification from KOG DoNotReply@ky.gov.

18. Click the hyperlink in the email to proceed to the KOG Login Page.

From: KOG_DoNotReply <KOG_DoNotReply@ky.gov>
Date: September 4, 2020 at 1:31:47 PM EDT

To: jane.doe@gmail.com

Subject: Account Verification

Reply-To: <KOG_DoNotReply@ky.gov>

Jane Doe (jane.doe@gmail.com)

This email is to help you complete the last step of account set-up.

Your Org User account username is: jane.doe@gmail.com

Click on the below link now, to activate your account.

https://kog.chfs.ky.gov/public/fwlink/?linkid=7cfOb4e1-9d40-420e-be22-c54118a26aba

If you need any assistance further, please contact the Kentucky Online Gateway HelpDesk.

Kentucky Online Gateway
Kentucky Online Gateway HelpDesk

NOTE: Do not reply to this email. This email account is only used to send messages.
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19. Clicking the hyperlink navigates you to the KOG Login Page.

FAQ ‘ Help ‘ @ English +

MyKentucky gov

& Citizen (or) Business Partner Sign In WARNING

iis website is the property of the Col

sign in with your Kentucky Online Gareway Account

4 Email Address

& Password Forgot/Reset Password?

SIGN IN Don't already have a Kentucky Online Gateway Citizen Account?
Resen nd Account Verification Emai
Create An Account

20. When you choose to register your phone number, you will have the option to receive a passcode via
text.

e To register a phone number, enter a phone number and click Send Passcode.

e If you do not want to register a phone number, click Skip and Continue to proceed.

FAQ | Help | @ English -

Validate New Account

] Providing your mobile num ber will allow for easy retrieval of email and password. It will also allow participating applications to send critical communications about your account

Register Your Mobile Number

M I
Epter Mobile (999) 999-9999 Send Passcode
Skip and Continue

21. You must click Continue to Sign in to navigate to the KOG Login Page and complete the account
creation process.

FAQ | Help | @ English -

Validate New Account
© You have successfully completed Step 1 of the account creation process

@ Please sign in to complete the remaining steps in order to gain access to the application

Continue to Sign in
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22. On the KOG Login Page, enter your Email Address.

(== —mmmmmmmm e m e m e m——m -

|
| Please Note: You must enter the email address you provided when you created your KOG account. |
{ )

23. Enter your Password.

L |

| Please Note: Your password is the password you created when set up your KOG account. |

e e e e e e e e e o o o e e e e e e e e e e e e e o o o o

24. Click Sign In.

MyKentucky.gov FAQ \ Help \ @ english v

#@ Citizen (or) Business Partner Sign In whlnt

Sign in with your Kentucky Online Gateway Account.

2 Email Address

e ! 1 may 2
I jane doe@gmail.com I n may

entucky follows

@ Password Forgot/Reset Password?

SIGN IN Don't already have a Kentucky Online Gateway Citizen Account?
i Account Verification Emai
Create An Account

information from misuse or unautk
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25. After logging in, you have the option to register as an organ donor.
e To register as an organ donor, click Yes, Register Now.
e If you do not want to register as an organ donor, click Remind me later to proceed.

Kentucky Welcome Jane Doe My Accoent | sgnoat | el | [EPTEIRA
Online Gateway

Register as a Kentucky Organ Donor

Jonor Reg
skbox, and » » “Regicte Y. FOr more

fsit https://donatd.feky.oég/why-donate/.

Register as a Kentucky Organ Donor

\p Would you like to register as an organ donor?
With the passing of KY S877 and in partnership with Donate Life Kentucky, the Kentucky Online Gateway

has created an oniine portal for Kentuckians to join the Kentucky Organ Donor Registry. For more
information on what it means to be an organ donor, please visit //donatelfek s

Yes, Register Now Remind me later

eve-don.

Continue to the Application
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3 Multi-Factor Authentication

After logging in, you are asked to complete Multi-Factor Authentication or MFA. You have the option to
receive an MFA passcode by Email or Text.

MFA by Email Verification

1. To receive the MFA passcode by email, select the MFA by Email Verification button and click Send
Passcode.

| My Account | signow | Heip | [ER IR

Kentucky

Online Gateway

Multi-Factor Authentication

A by Email Verification I

Lo

MFA by Phone Verification  Click here to register your Mobile number

[Send Passcode

2. You must open an email titled Passcode for MFA from KOG DoNotReplay@ky.gov. You must open this
email in a separate tab.

From: KOG DoNotReblv

To: (jane.doe@gmail.com)

Subject: [EXT] Passcode for MFA

Date: Tuesday, September 8, 2020 9:34:04 PM
Jane Doe,

The application you are trying to access requires Multi-Factor Authentication.

Please use the following verification code within the next 5 minutes to complete the
MFA process{97526380 |

If you need any assistance further, please contact the Kentucky Online Gateway
HelpDesk.

Kentucky Online Gateway

Kentucky Online Gateway HelpDesk

NOTE: Do not reply to this email. This email account is only used to send messages.

Privacy Notice: This email message is only for the person it was addressed to. It
may contain restricted and private information. You are forbidden to use, tell, show, or
send this information without permission. If you are not the person who was supposed
to get this message, please destroy all copies.
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3. Enter the 8-digit code that is in the body of the email into the Enter Passcode field on the Multi-
Factor Authentication screen.

Kentucky Welcome Mitch Cavallo | My Account | Sign Out | Help |

Online Gateway

Multi-Factor Authentication

E-Mail Address jane.doe@gmall com Resend Passcode?

Enter Passcode 97526380 Authenticate

Didn’t get your passcode? Sometimes it can take up to 5 minutes. If it's been longer than that, press “Resend passcode” button above.

4. Click Authenticate to proceed.

Kentucky Welcome Mitch Cavallo | My Account | signowt | Help | [EIFELIRG

Online Gateway

Multi-Factor Authentication

i S5 - ?
E-Mail Address jane.doe@gmail.com Resend Passcode?
Enter Passcode 97526380 { Authenticate
Didn’t get your passcode? Sometimes it can take up to 5 minutes. If it’s been longer than that, press “Resend passcode” button above

| 2013 All Rights Reserved
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MFA by Phone Verification
1. To receive the MFA passcode by text, click the MFA by Phone Verification button.

2. If you have not registered your phone number, click the Click here to register your Mobile number
hyperlink.

Kentucky Welcome Jane Doe | My Account | Sign Out | Help

Online Gateway

Multi-Factor Authentication

~— MFA by Email Verification

@ MFA by Phone Verification§ I Click here to register your Mobile number

Send Passcode

3. The Register Your Mobile Number screen displays only when you have not registered your phone

number. To register your phone number, you must enter your mobile phone number and click Send
Passcode.

Kentucky Welcome Jane Doe | My Account | SignOut | Help
Online Gateway

Multi-Factor Authentication

Register Your Mobile Number

Enter Mobile Phone (999) 999-99939 eX Send Passcode
(555) 555-5555

Disclaimer :
* Standard text messaging and data rates may apply.
* The Kentucky Online Gateway will never provide your information to outside entities or sell it to marketing

orgamizations.

\
Please Note: The Register Your Mobile Number screen does not display for Users who have .
already registered their phone number. Instead, these Users will be prompted to enter the passcode |
to validate and verify identify on the Multi-Factor Authentication screen. |

|
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4. You will receive a text message from the Kentucky Online Gateway that will include a passcode that
will be used for verification.

Kentucky Online Gateway -
To verify your mobile number,

please enter the following passcode
within the next 10 minutes:
53071948

(-~~~ ~ -~ TTTTTTTTTTTTT T T T T
| Please Note: It may take up to 5 minutes to receive the passcode via text message. You should click I
I Resend passcode if you did not receive the text message within 5 minutes. I

o s e e e e e S O S S e D DS D B D DaE B D BaE D Eam Ba D o e s

5. To verify the mobile number, enter the 8-digit code from the text message into the Enter Passcode
field on the Multi-Factor Authentication screen.

6. Click Validate & Verify to proceed.

Multi-Factor Authentication

Verify Your Mobile Number

didn't get your passcode? Sometimes it can take up to 5 minutes. If it's been longer than that, try again.

e e

| Please Note: You must enter the passcode within 5 minutes of receiving the text message. |

l

— e e e e e e Em e e e e e e e e e e e e e = = = = = = = = S
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4 Logging into ePartnerViewer

1. To navigate to the ePartnerViewer, click Launch on the KHIE ePartnerViewer application tile located
on the KOG Dashboard screen.

Welcome 3 § ‘ Help Sign Out G

MyKentucky.gov

[y o]

Search for Applications ... Qsearch
I 0 I 1 T o 0 1 0 R

KHIE ePartnerViewer

The KHIE ePartnerViewer is where KHIE
Participant’s Authorized Users can access the
patient health Information avallable in the
Kentucky Health Information Exchange

Launch

2. Multi-Factor Authentication. After logging in, you are asked to complete Multi-Factor Authentication
or MFA. You have the option to receive an MFA passcode by Email or Text.

e To complete Multi-Factor Authentication by Email, you must complete steps 1 through 4 in
sub-section MFA by Email Verification.

e To complete Multi-Factor Authentication by Text, you must complete steps 1 through 6 in sub-
section MFA by Phone Verification.

] My Account Sign Out G |

Kentucky

Online Gateway

Multi-Factor Authentication

FA by Email Verification
E FA by Phone Verification
Send Passcode
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Terms and Conditions of Use and Logging In

After logging into the Kentucky Online Gateway, launching the ePartnerViewer application, and completing
Multi-Factor Authentication, the Terms and Conditions of Use page displays. Privacy and security
obligations are outlined for review.

KHJE ‘ ePartnerViewer O vich Coto -

TERMS AND CONDITIONS OF USE

Terms and Conditions
HEALTHCARE PROVIDER USAGE TERMS AND CONDITIONS

1 accept the following terms and conditions of the Kentucky Health Information Exchange (KHIE):

+ 1am a healthcare pr

ntly treating a patient

n Exchar ith Information or have a current relationship as an

Access restricted beyond this point. You must accept terms and conditions
before proceeding.

cedures and test.
des associated with alcohol abuse and drug treatment program records and NDC codes of drug:
that all data available on KHIE WILL NOT include HIV medical procedures and tests, regard|

sociated with the treatment of those patients.

Select 1 accept to accept the usage terms and conditions.

Copyright 2019 Healthinteractive

TERMS AND CONDITIONS OF USE

Terms and Conditions
HEALTHCARE PROVIDER USAGE TERMS AND CONDITIONS
| accept the following terms and conditions of the Kentucky Health Information Exchange (KHIE):

» |am a healthcare provider currer
* lam currently bo

ly treating a patient.

‘ormation Exchange Participation Agreement with the Division of Health Informatien or have a current relationship as an

ovider of the Division of Health Informat

ble on KHIE is only that information available according to state and federal law. Access restricted beyond this point. You must accept terms and conditions
. before i

The Medicaid claims data will not include records of the following; e proceeding.

authorized u:
= |understand tha

res and test.
ociated with alcohol abuse and drug treatment pragram records and NDC codes of d
data available on KHIE WILL NOT include HIV medical procedures and tests, reg

sociated with the treatment of those patients.

Select ' accept to accept the usage terms and conditions.

Copyright 2019 Healthinteractive

Access is restricted beyond this point. You must accept the terms and conditions before proceeding.

r 1
I Please Note: The right side of the Portal is grayed out and displays a message that states: I
' |
' |

U A
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4. Once you click I Accept, the grayed-out section becomes visible. A message appears that indicates
you are associated with an Organization. (This is the name of your organization.)

5. Click Proceed to Portal to continue.

K/HJE ‘ ePartnerViewer O e oo -

TERMS AND CONDITIONS OF USE

Terms and Conditions You are part of the below mentioned
HEALTHCARE PROVIDER USAGE TERMS AND CONDITIONS Qrganization. Please click on proceed
| accept the following terms and conditions of the Kentucky Health Information Exchange (KHIE): to COnﬁnUe,

| am a healthcare provider currently treating a patient. KHIE Smoke Test Organization

» | am currently bound by a Health Information Exchange Pal

rticipation Agreement with the Division of Health Information or have a current relationship as an el S5 —
n of Health Information. I Proceed to Portal | IeERIE

rmation available according to state and federal law.

authorized user of a participating provider of the Div
= | understand that data available on KHIE is only that

The Medicaid claims data will not include records of the following:

» HIV medical procedures and test
= Diagnosis codes associated with alcohol abuse and drug treatment program records and NDC codes of drugs associated with the treatment of those patients.
= | understand that all data available on KHIE WILL NOT include HIV medical procedures and tests, regardless of source.

Select | accept to accept the usage terms and conditions.

v Accepted

Please Note: If you click Cancel, a pop-up notification displays that indicates that you are about to
be logged out. Use of the ePartnerViewer portal is subject to the acceptance of KHIE's Terms of Use.
To proceed to the ePartnerViewer, click either Logout Now or Cancel.

F————

5 Technical Support

Toll-Free Telephone Support

For questions and assistance regarding the ePartnerViewer, please call 1 (877) 651-2505.

Email Support

To submit questions or request support regarding the ePartnerViewer, please email KHIESupport@ky.gov.

r—————————————————————————————

| Please Note: To seek assistance or log issues, you can also use the Support Tab in the
| ePartnerViewer located in the blue navigation bar at the top of the screen.
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